sk Astrix

Integration Guide Instructions
Configure Okta SSO for Astrix Login

This guide instructs how to configure Okta as the default Identity Provider to facilitate Single Sign
On (SSO) with the Astrix application.

Supported Features

e Service Provider (SP)-Initiated Authentication (SSO) Flow - This authentication flow occurs
when the user attempts to log in to the application from Astrix.

e Identity Provider (IDP)-Initiated Authentication (SSO) Flow - This authentication flow occurs
when the user attempts to log into Astrix from Okta.

e Automatic account creation in Astrix on initial SSO.

Requirements

In order to configure SSO through Okta, you must have administrator access to your Okta tenant.

Configuration Steps

1. Loginto your Okta account as an Administrator.
2. Inyour end-user dashboard, choose Applications then click on Browse App Catalog.

3. In the Search for an Application field, search for “Astrix Security”. When Astrix Security
Okta-Verified OIDC appears, click on Add.

4. Fill in the required field “companyName” with your company’s name as it appears in your
email domain (your login URL will be https://<companyName>.astrixsecurity.com).

5. Use the option “Assign to People”, to assign users that you want to have access to Astrix.

6. Navigate to the Sign On tab and Copy the values of the application’s “Client ID” and “Client
secret”, as well as the “Okta domain” and securely share these values with Astrix at
support@astrix.security so the app can be granted access.

7. Finally, you will be able to login with Okta at https://<companyName>.astrixsecurity.com
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